Abstract: This research describes the Italian regulation on liability of corporations (Italian Legislative Decree 231 issued in 2001) and the consequent requirements in terms of risk management and corporate governance. Starting with an analysis of the literature on the relationships among governance, risk management and compliance, the paper investigates the new challenges emerging from this legislative scenario. Moreover, the paper describes the critical phases towards the implementation of a managerial risk management process that helps managers to monitor all the responsibilities imposed by the Decree. Finally, the paper analyses when and how cloud-based solutions can support companies in managing critical risks, and particularly those risks that are formally mentioned by the Italian regulation on liability of corporations.
Introduction
In the current environmental context, the roles of the governance and its boundaries change: the push from globalisation leads organisations to face with many stakeholders, in international markets and networks. In addition, the competition is increasing the time of reaction, innovation (time) should be combined with the optimisation of the cost/quality ratio of products/services and risks are increasing.
The recent evolutions in the legislative and socio-economic scenario have set up new conditions for governance systems and regulations.
In the last ten years in USA with the well-known Sarbanes-Oxley Act (2002) , and a few years before also in Europe, legislators and supervisory bodies have imposed clearer and stringent business liability regimes, and raised the level of 'criminal penalties'. It is not a casualty that this trend started after the Enron and Worldcom scandals (2002) .
Besides moral arguments associated with fairness and the rejection of the unique focus on profit maximisation, corporate governance should focus on the value creation for stakeholders in a long term perspective, improving controls and looking beyond contractual liabilities.
This new legislative and environmental scenario could represent a positive challenge for organisations. These must incorporate the meaning of new regulations and stakeholders expectations in their decision making processes and systems, making -at the same time -their processes more resilient. Otherwise, there could be a risk to underestimate the significance of these rules and to mismanage emerging risks.
In this paper, we describe the recent legislative scenario in Italy for legal responsibility imposed by the Decree 231 issued in the year 2001, that introduces a new kind of responsibility for the entities (without regarding if they are public o private organisation, profit or not), which is named penal and administrative responsibility for entities. This new regulation represents a significant challenge for improving an integrated risk management (IRM) process and a governance system in all the organisations.
In the paper a review of the literature reveals three emerging trends. First, value creation, risk and compliance are closely related (Pirson and Turnbull, 2011) , and the link is represented by an effective governance system. Second, risk management plays a strategic role for the company's success, particularly when an IRM allows for evaluating and managing all the 'enterprise wide' risks (ERM Framework, 2004) . Third, web technology and cloud systems are becoming increasingly sophisticated, and can allow information sharing and decision making.
Given this backdrop, the paper investigates the opportunity to use cloud-based solutions for integrating risk management and governance systems, in order to respond proactively to emergent requirements imposed by regulations.
In detail, the specific objectives of this paper are:
a to analyse the Italian situation in the field of liability of corporation, and the consequent requirements in terms of corporate governance b to understand the relationships among governance, risk management and compliance c to investigate when and how cloud-based solutions can support companies in managing critical risks, and particularly those risks that are formally mentioned by the Italian regulation on liability of corporations.
Hence, we will propose a framework for implementing a cloud-governance model, which can support managers in monitoring critical risks and responding to legislative requirements. The Decree 231 imposes that managers adopt all the actions in order to prevent crimes, with respect to the principles of the 'good governance' based on risk management approaches. The model is established as an 'identification, measurement, treatment, implementation and audit (IMTIA) process', which takes foundation from the best risk management standards and good practices nowadays available.
In describing this model, the paper aims at contributing to the limited literature on empirical examples of risk assessment practices (Borghesi and Gaudenzi, 2012) .
Background
Companies are facing an increasingly competitive scenario. The need to simultaneously manage diverse and at times opposing strategic objectives leads organisations to take greater levels of risk. Therefore, the conditions of riskiness are linked to both the environmental context and the strategic and managerial choices made by organisations' managers.
Value creation, governance and compliance
Nowadays, competitive models focus on the capability of the company to maximise the stable creation of value for all the stakeholders.
Hence, all the value-added processes, planning and control systems and organisational structures should be strictly related to the objective of maximising the value creation.
Managing with a view to create value begins with the strategy and ends with the financial results: managers are responsible for creating the link between strategy and results. The mission of the value creation gives rise to strategies, organisational models and new management systems that, considered as a whole, found their theoretical foundation in the value-based management (VBM) theories (Copeland et al., 1996; Elgharbawy and Abdel-Kader, 2013) .
In the VBM perspective the three basic elements of an organisation's long-term competitiveness are:
1 the value creation is the primary scope of business processes 2 the decision-making process should be oriented toward the capability to create value 3 organisational structures and resource allocation should facilitate the value creation.
The top management should therefore establish the organisational system, coordinate the key sub-systems, plan and guide development actions. It means that the governance system is responsible for both ensuring the economic objective of maximising value creation and complying with a 'social task': that is the balance of interests and the social legitimisation with and from various public reference models (Premkumar et al., 2005) .
The Organization for Economic Co-operation and Development (OECD) has provided a definition of the contents of corporate governance, which are closely related to the areas of the above cited legislative applications. The pillars of the corporate governance systems are in particular the board of directors' liability, the commitment to a effective corporate governance, the role of stakeholders (commitment to disclosure and transparency) and the fair treatment of shareholders (Borghesi and Gaudenzi, 2012) .
Therefore, corporate governance extends beyond the area of relationships with shareholders only, based on the agency theory or shareholder value theory (Fama et al., 1996) , and affects all the stakeholders in their capacity as parties responsible for the social legitimisation of the company (Pirson and Turnbull, 2011; Rahim, 2012) . The significant focus on social legitimisation resulting from many stakeholders represents one of the reasons why today reputation is so important and reputational risk is addressed as a strategic priority for many companies (Christopher and Gaudenzi, 2009) .
Stakeholders have more access to information and demand greater transparency and responsibility from businesses (Thomas et al., 2009) . For these reasons, the 'global' governance (Brawn and Caylor, 2004; Jones et al., 1997) should embrace in its competency different dimensions, such as the internal dimension (employees); the networking dimension (co-makers and partners); the integration dimension (global market); the transparency dimension (shareholders and finance); and the corporate ethics dimension (government and media).
Hence, the role of 'compliance' has increased significantly in importance, in all the countries and in Italy (Bartolomucci, 2004; Daccò, 2004) . This role includes compliance with regulations and the proper disclosure of corporate choices to all the stakeholders' categories.
With this scope corporate governance systems should introduce voluntary rules (codes of conducts and self-regulations, resulting from the internal control system) and a systematic approach to monitoring the entire compliance system (ERM Framework, 2004) .
The final purpose is to ensure an integrated 'compliance' with binding regulations, and also with effective decision-making processes, and with efficient operations.
In this regard, we note that where there is a need for so-called 'global' governance systems, for example for organisations operating on international markets, the risk management models become more complex.
Integrated risk management
The risk management process is particularly relevant because it has the objective to protect the organisation from unfavourable events, in order to maximise its value creation capacity.
An IRM approach allows for the coordination of strategic processes, through the effective and efficient management of those risks that are typical of key business processes (Dickinson, 2004) .
A common understanding of risk and risk management should therefore be applied consistently throughout the firm. In the past risk management aimed at managing 'insurable risks', that are risks linked particularly to incidents that could damage physical and financial resources. Starting in the 1980s though, authors began to stress the importance of an IRM, which allows for the integration of strategic, financial, and operational management (Emblemsvåg, 2010) . Today, three widely applied approaches to IRM are the ISO Guide 31000 (ISO 31000, 2009), the enterprise risk management (ERM) framework (ERM Framework, 2004) and the risk management standard proposed by AIRMIC et al. (2010) .
Hence, the major benefits of IRM are the evaluation and management of those risks, which can threaten a company's competitiveness. Moreover, IRM can support decision-making processes, focusing on well-established value creation priorities. In addition, an effective risk management approach aims at optimising the cost of capital and the cost of risk (Borghesi and Gaudenzi, 2012) . From these perspectives, the ERM framework (ERM Framework, 2004 ) has gained increased consideration over the last ten years. The term 'enterprise' is intended to stress the holistic nature of the risk management process. ERM, in particular, aims at responding to the legislative requirements, such as Sarbanes-Oxley act for companies listed in the USA, also aligning to the principles of the 'good governance'. The ERM framework comprehends controls and consultation tools for the purpose of meeting both external and internal compliance requirements.
Nevertheless, the concrete application of these risk management approaches is only partially developed in the practice. Bandyopadhyay et al. (1999) evidenced that IRM often cannot really support holistic decision-making processes and that IT technologies represent a potential area of development.
Cloud computing
Cloud computing refers to both the applications delivered as services over the internet and the systems in the data centres that provide those services (Armbrust et al., 2010; Mola and Carugati, 2012) .
Besides many applications of cloud computing in different business areas and sectors, there are some recent studies highlighting the potential benefits of these solutions for risk management, governance and compliance (Farrel, 2010) .
Considering in particular that regulatory innovations impose a direct involvement of internal and external stakeholders in decision-making processes, cloud-based systems may facilitate information sharing and control procedures.
Cloud services and systems can be structured on the basis of three models, related to different technological solutions and integration's levels: infrastructure-as-aservice (IaaS) (storage, processing, and network services), platform-as-a-service (PaaS) (development, testing, deployment, hosting, and maintenance services), and software-asa-service (SaaS) (web application usage services) (Mell and Grance, 2009; Gold et al., 2004) .
Looking at the usability of cloud systems, significant applications are reported in the field of risk and security management. Gens (2008) and Farrel (2010) reported the emergent role of cloud computing technologies in order to face the multi-form threats for organisations that are related to security. Kaufman (2009) and Gatewood (2009) noted the importance to integrate the identification of key risks, the audit controls and the organisational procedures.
While cloud systems can effectively support the decision-making process and information sharing, these also require an effective management and controls for their inherent risks (ISACA, 2009 ). These IT systems can contribute to the creation of significant risks, because companies transfer data to third parties for storage, processing or support. Protecting intellectual property and information are therefore key challenges. For this reason, developing detailed cloud breakdown scenarios and performing recovery run-throughs is essential. Large part of the literature describes how to develop a risk-mitigation strategy before moving into the cloud environment (Gold, 2012) . Moreover, it should be noted that a robust decision-making process should be established before implementing a cloud computing system (Ferrari et al., 2012) . In this way, IT systems can facilitate the information sharing, also producing relevant cost advantages, as reported by Benlian and Hess (2011) . In addition, an appropriate selection of the service providers is essential, in order to evaluate costs and performance of different tools. In this sense, Fan et al. (2009) proposed an interesting analysis of key drivers for rating service providers, like for example user implementation costs, operation efficiency, and quality improvement over time.
Without a well-established managerial procedure, cloud computing cannot support decision-making and can generate indirect and hidden costs (Walterbusch et al., 2013) . Taking these suggestions, cloud systems can be considered as effective tools for making the risk management process more integrated and usable by decision makers. Before developing such a IT system, the risk management process should be verified for its robustness (Gens, 2008) .
Liability of corporations and compliance: focus on the Italian evolution
The recent evolutions in the legislative and socio-economic scenario have set up new conditions for governance systems. In various countries, legislators, international authorities and supervisory bodies have made regulations ever more stringent.
The promulgation of laws and rules, that impose on companies stringent obligations related to governance principles and procedures, has stimulated investments aimed at ensuring a better control and protecting themselves from the risk of non-compliance. We wish to briefly mention some of the more effective initiatives, like the Sarbanes-Oxley Act (USA, 2002) Significant have been the impacts of the Sarbanes-Oxley Act, particularly for the purpose of imposing a clear and stringent business liability regime and raise the level of 'criminal penalties'.
Unlike in the USA, in other countries, especially the UK, guidelines on corporate governance have been issued for the purpose of introducing exemplary best practices in order to encourage imitation. The Turnbull Guidance issued by Chartered Accountants in England and Wales and the subsequent Smith Guidance and Higgs Guidance had the initial aim of introducing some guidelines on the implementation of the internal audit section of the combined code, and later extending to the areas of corporate governance without ever acquiring the force of law.
In Italy, the main legislation references on this subject were introduced from1997 to 2001: In particular, Legislative Decree No. 231 (2001) introduced for the first time in Italian legal system the criminal liability of entities in addition to that of individuals who have physically committed the offense. This decree is the result of the transposition by the Italian legislator as imposed by the European Union. The European Community, sensitive to these issues, has recommended to Member States to introduce into their legal systems specific forms of liability which were going to directly affect legal persons for unlawful acts within criminal law, committed in their organisations and generating a direct economic benefit for the same (D'Agnolo, 2008) .
Three conventions touched the problem: the first signed in Brussels on 26 July 1995, a second one 1997 on combating bribery of officials EEC, and then the Second Protocol on the protection of the financial interests of the European Communities, which requires Member States to set the liability of legal persons trough a proper statute.
This leads to the SI No. 300 of 2000, where the Art. 11 provides for the configuration of a system of sanctions of 'administrative' liability of collective entities, in addition to the forecast of the requirements, conditions and procedures for the recognition of liability and the imposition of sanctions.
The expansion of the liability aims to engage in punishing certain criminal offenses, the assets of entities and, ultimately, the economic interests of the members (Domenichini, 2010) .
This regulatory innovation implies the necessity of areal involvement of those persons and stakeholders(partners, associates, etc.) participating in the events of the organisation, in order to control the regularity and legality of the management procedures.
With subsequent regulatory action, the Italian legislature has for example expanded the range of crimes under consideration, including: For large part of these crimes, where committed, the contractor may be banned from contracts and subcontracts in the event of competitive bids for concessions and public works contracts.
Adopting an holistic corporate governance system and an IRM model appears therefore crucial (Domenichini and Zambonini, 2010) . Decision-making processes should therefore address systematically the risks that are related to the strategic, financial, and operational aspects of the company, particularly when these are linked to the domain of liability.
Besides legal requirements, establishing a proactive risk management approach -a cultural approach -is essential. It is a known fact that certifications are not sufficient to ensure the presence of an effective organisational model for the prevention of risks and crimes. In Italy, for example, the Ministry of Labour has produced the circular Prot15/VI/0015816/MA001.A001 of July 11, 2011, which draws a line of demarcation between certified management systems and organisational models (DL 231). It stated very clearly that an organisational model 231 -effective for the prevention of risks and crimes -cannot be guaranteed solely by the presence of a certified management system. Therefore, there is a need of a proactive and effective integration among management approaches, regulations and ad-hoc mechanisms for their observance.
Different strategic perspectives should be combined in a governance system. Besides cultural and managerial approaches related to the issues of liability, there is also, for example, the management of safety, quality, health, environment, corporate social responsibility and many others. The related certifications -which are, in order, DL 231, UNI-EN ISO 9001, OHSAS18001, ISO14001, SA 8000 -are therefore necessary but not sufficient.
The lack of this integration can create problems, like the overlapping of regulations, policies and procedures, increasing the paperwork, and replicating controls. Sometimes, there could be also a potential conflict among all the above aspects. These problems, besides being a considerable source of additional costs, slow down procedures, hinder their observance, and they also undermine the effectiveness and efficiency of the system itself.
The lack of effectiveness and efficiency undermines the suitability of the organisational system in the prevention of strategic, financial and operational risks and crimes.
In Italy, since the coming into force of Legislative Decree 231, many consulting firms and freelance professionals have tried to provide a wide range of managerial approaches and tools, that often remain subjective and represent partial interpretations of the legislation.
This has meant that there are common organisational procedures for risk and crime prevention, and especially tools that do not provide integration between systems, nor provide any certainty in communicating activities and their ongoing concrete monitoring.
The result is a considerable amount of paperwork, not always easy or clear, which often remains incomplete (Farrel, 2010) .
In addition, we should note that large part of these tools, that are available on the market, follow a 'silos approach' and are the result of specific expertises without an enterprise-wide vision.
There is therefore the need to identify integrated models, in order to compensate the limits resulting from such functional approaches.
Towards an integrated approach to the management of liability
Cloud systems and services can represent helpful tools for sharing decision-making process and controls among different actors involved, like managers (in different functions, divisions and headquarters) and external partners (the supervisory board).
A cloud-based governance system should be oriented towards a web-based application for mapping risky activities, and allows to manage effectively and efficiently business responsibilities, constantly making available important documents to monitor obligations and deadlines in terms of liability requirements. This in order to efficiently manage bargaining with the public administration. In addition, if one crime were committed, the judge, during the investigation on the suitability of the organisational model, would easily find significant shortcomings in the effective implementation of the rules contained in the model and in the procedures that are implemented.
A pre-requisite for implementing such a governance system is at first to carefully and properly define strategic goals and critical business functions. Hence, it should select key data and documents from different business areas. Then, the system should run the assessment sessions for a detailed mapping of confidential activities in order to put in place all the actions necessary to prevent risks.
The critical steps in building an integrated approach to the management of liability are here described and represented in Figure 1 . identification of all the sensible activities split by areas of processes in which crimes and/or adverse events can emerge or can be committed measurement and evaluation of what identified and listed as 'bad or good governance' factors treatment, defined and recorded in a specific detailed report with a related deadline, that is linked to risk owners, that is responsible to adequate and mitigate the 'bad governance' factors and their sources implementation of new activities/processes to prevent and/or reduce the frequency and/or the severity audit of the entire managerial system or part of it, on the basis of a specific request or when the legislative body will require a new update.
The preparation of any database in management systems is the starting point in order to achieve useful results and to proceed with the subsequent steps, such as the definition of resources and procedures to any activity.
From this perspective it is essential to assure 'credibility' to data. The term 'credibility' refers to the level of confidence and trustability that data and documents must have. So then more credible they are then better will be the results, both in the assessment phase or in the treatment decisions.
With respect to the compliance to the LD 231, a could-based governance system may therefore allow for the integration of risk management procedures into the corporate governance system, in order to better assess different risks, to analyse risk exposures, and to adopt risk treatment solutions (Paolozzi, 2006; Thomas et al., 2009) . The benefits of a cloud-based integration are therefore related to the capability to keep remotely a constant control over different management systems.
In particular, a cloud-based governance system can safely organise, store and update the following data, assuring also availability for different internal users (managers) and external users (supervisory body): In addition, a cloud system may allow managers to directly manage and monitor risk-exposed processes, which are related to those inter-functional areas that can represent potential sources of risks and crimes, like for example:
individual protection devices equipments injuries at work calls for tenders training staff.
These data, information and relevant documents should be integrated into a unique system, with ad-hoc tools for the dynamic analysis of confidential activities and related hazards. Through this integration, the organisational model 231 can be constantly updated, and support decision making.
Remote data and documents' accessibility should always allow amore effective task for the supervisory board.
The system should be hosted in a web platform secured against any unauthorised access with the latest cloud computing technologies, firewalls, and data protection.
Authorised user Id and password should be provided together with customised profiles allowing users to access or edit data according to their users rights.
For this scope, technological equipments should assure the following requirements (Kaufman, 2009 As already highlighted, a cloud system can make more immediate and complete any intervention. Consequently, it is more credible having the tool to show its action to any inquiries from of the judicial authority after the allegation on commission of crimes. The system can immediately analyse potentially risk-exposed activities (i.e., harbingers of possible offenses) and compare them with good practices applied in the company, with the standards of certification systems through a careful risk assessment process.
Risk assessment and final reports
This kind of risk management model, that is customised for the purpose of the LD 231, can compare business practices with the parameters of sound organisation who base the system of sanctions provided by Art. 10 and 11 of Legislative Decree No. 231/2001 . From this comparison, the system should calculate sanctions applicable as potential measure of risk exposition, where the abstract is opened proceedings against the company for an offense committed in each sensitive area considered in the audit process.
Results from risk assessment, treatment and monitoring process should be described and updated in a detailed report for each confidential activity.
The final output of the analysis should also contain a graphical representation of critical activities and risk sources through a diagram of Prouty (Borghesi and Gaudenzi, 2012) . Following this kind of representation, activities should be positioned on the Cartesian plane with the improvement actions and elements of burden. Through a cloud system, the graph could be navigable in the cardinal directions, quickly allowing a deeper analysis of all the points. The placement of the points on the graph can be the expression of the correspondence to the parameters of sound organisation. This representation is possible, like existing risk management models already demonstrate.
Points (key activities) can be coloured on the base of the risk exposure, measurable in terms of sanction that would theoretically applicable if the company were indicted for an offense committed as part considered guilty. This latter feature is the 'third' dimension of the graph, with the points of different colours (green, yellow and red) in relation to various hypotheses of risk exposition and sanction that can be calculated on the basis of different national legislations.
A representation of the output of this assessment process is shown in Figure 2 . The system can easily calculate the probable maximum loss (PML) that is the value of the largest loss that is likely to occur (Pirson and Turnbull, 2011) . Thanks to the risk control techniques, as loss prevention and loss reduction, the organisation could better control the cost of risk and the risk of being not compliant with the Decree 231.
The overall results should be carefully analysed. The risk analysis model can highlight -for example -the need of an immediate risk reduction that should be evaluated for specific solutions. The process needs always to be verify for its robustness and should be supervised and attended by a representative of the board of directors. During all these risk management sessions, control checklists should be carefully filled, including the analysis of organisational practices based on the statements collected during interviews with key informants in all the processes. Confidential activities differ, for example, depending on the countries where these were carried, and on the amends that are calculated on the basis of local legislation. In fact, in application of Articles 9 and 10 of the Italian criminal code, an Italian company may be penalised for an offense committed abroad, in addition to being sanctioned in accordance with local regulations. Hence, the need for Italian companies that have branches or foreign subsidiaries, to control delicated activities may be carried out abroad based on Italian law is rather that based on the local one.
This management system allows, through the control boards, to consider the sensitive activities carried out in Italy and abroad, and to assess the dangers and the possible sanction, representing these risk drivers in the diagram of dangerousness.
An integrated cloud-based governance system should finally provide detailed reports (DR). Managers could access DRs by clicking on the matching point on the danger diagram, or by selecting it in the process list.
User can also have access to the DR from other pages, such as the general schedule, or the hazard diagram, the organisation diagram, the equipment management system, personal protection equipments, accident registers, training or competitive bidding.
Each DR should contain specific information on risky activities taking into account:
rules of certification, e.g., ISO9001, OHSAS 18001, etc.
process areas area's reference standards, showing the national boundaries of the rules applied depending on where the considered sensitive activity takes place possible deviating action, describing the possible single action that would alter a lawful activity and turn it in an offense code of risks and offenses under Italian law control or practice, containing a summary of the audit process that involved the indicated function in the organisation chart over the activity considered delicate/risky office manager, indicating the position in the organisation of the risk owner criteria diagram, containing the ratings as assessed by the auditor to the various parameters linked to the activity in question non-conformities management and corrective actions, when the audit process manager identifies non-conformities, giving also the deadline by which they need to be implemented together with then on-compliance documentation as result of the controlled actions.
Conclusions and managerial implications
The complexity of the new legislative scenario and increased stakeholders expectations worldwide impose to companies to manage risks and responsibilities, respecting stringent legal requirements and improving their decision-making processes. The paper describes the practical example of the Italian regulation in the field of liability of corporation (LD 231), its fundamentals and requirements. From this perspective, authors take some critical steps towards building an integrated approach for governance that can support managers in monitoring critical risks and responding to these legislative requirements.
Risks should be assessed from different perspectives, like the financial, the strategic and the operational. Given these considerations, the paper provides some helpful suggestions in order to identify how to build an integrated governance and risk management system. Few steps are defined, which are closely related to the most known risk management standards and principles worldwide. The originality of this approach is the measurement of risks in terms of penalties, which can results from the expositions to the risks and crimes established by the LD 231. Moreover, the paper analyses the applicability of cloud-based systems for developing and maintaining this governance and risk management approach. In this perspective, benefits and limitations of cloud-based systems are reported with respect to the specific application of 231.
The first managerial implication is that managing enterprise-wide risks in an integrated fashion is essential in order to protect the companies, and this is confirmed by the Italian regulation on liability. While this principle is well known, the papers can provide directions for moving from theory to action. Through this practical approach, the paper aims also to partially fill an existing gap in the literature about concrete applications of risk assessment.
The second implication is that, besides legal requirements, establishing a proactive risk management approach should be a cultural change, more than a reaction to new regulations.
Legislators highlighted that certifications are not sufficient to ensure the presence of an effective organisational model for the prevention of risks and crimes. Contrarily, certifications without a proactive organisational change can create confusion, conflicts and useless paperwork.
The third implication is that cloud-based systems can be helpful tools for sharing information and supporting decisions, but cannot substitute decision makers. Strategic goals, critical functions and key risks should be established through robust process mapping and procedures, before implementing cloud computing services systems. Otherwise, these IT solutions can create risks instead of contributing to control them.
After this first study, authors aim at developing this approach in depth, testing it with a sample of companies in order to validate its applicability.
